Bounded Arithmetic, Cryptography
and Complexity
Samuel R. Buss∗

Abstract
This survey discusses theories of bounded arithmetic, growth rates of
definable functions, natural proofs, interpolation theorems, connections
to cryptography, and the difficulty of obtaining independence results.
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Introduction

The theories of bounded arithmetic, S1i and T2i for i ≥ 1 , are known to
be closely related to the complexity classes of polynomial time hierarchy.
These theories give a natural proof-theoretic framework for capturing the
computational complexity of P , NP and other classes of the polynomial time
hierarchy. Since no one has so far been able to resolve fundamental questions
of computational complexity such as whether the polynomial time hierarchy
is proper and whether P = NP , it is natural to look for analogues of these
questions in the setting of bounded arithmetic. Two of the most natural such
questions are, firstly, whether the hierarchy of theories of bounded arithmetic
is proper and whether the theories S1i and T2i are all distinct, and secondly,
whether open problems in complexity theory such as the P vs. NP question
might be independent of theories of bounded arithmetic.† Resolving these
questions about bounded arithmetic would not automatically answer open
questions in complexity theory: for example, it may be that the theories
of bounded arithmetic are all distinct whilst the polynomial time hierarchy
collapses but does not S2 -provably collapse. However, there is hope that if
we can resolve the questions about bounded arithmetic, that this would be a
significant step towards resolving the P =?NP question. On the other hand,
the questions about bounded arithmetic might be easier to resolve precisely
because they do not necessarily imply results in computational complexity.
∗ Department of Mathematics, University of California, San Diego. Supported in part by
NSF grant DMS-9503247.
† These two questions are not entirely independent, since it is known that the theories
of bounded arithmetic collapse to some finite level if and only if S2 is finitely axiomatized
and if and only if S2 can prove the polynomial time hierarchy collapses in a strong
way [14, 6, 23].

1

Recently, there have been a number of results relating the strength of
bounded arithmetic to computational issues arising from the study of cryptography and pseudorandom generators. Specifically, Razborov and Rudich [22]
introduced a notion of “natural proofs” of P = NP , and Razborov [21] proved
that, under some widely accepted cryptographic assumptions, S22 cannot prove
superpolynomial lower bounds on the size of circuits computing satisfiability
(SAT). Razborov’s proof methods were based on a Craig interpolation theorem;
Krajı́ček and Pudlák [13] subsequently established another striking connection
between interpolation theorems and cryptography by showing that if a certain
form of interpolation, ∆b1 -interpolation, holds for S21 , then the RSA encryption
function is insecure. They also showed that if a Πb1 -extension S21 + Φ of S21
admits ∆b1 -interpolation, then the discrete logarithm function is insecure. Since
these two cryptographic protocols are currently some of the best candidates for
secure cryptography, this is fairly strong evidence against the possibility that
S21 enjoys the ∆b1 -interpolation property. This paper gives a similar result for
another cryptographic protocol.
The outline of this paper is as follows. We presume the reader has knowledge
of the P, NP and the polynomial time hierarchy. We also presume knowledge of
the main theories of bounded arithmetic, but we restate some of the definitions
and the main witnessing theorems needed for this paper (see [3, 9, 10] for
background on bounded arithmetic). We discuss the impossibility of getting
better bounds on the degrees of the polynomial runtimes of functions extracted
from S21 -proofs. Turning to the central theme of the paper, we discuss a
natural approach that one might hope could establish the independence of
P = NP from S21 , but give evidence based on the theory of pseudorandom
number generators that this approach is unlikely to work. Then we discuss the
notion of natural proofs and the theorems of Razborov and Rudich stating that
if a certain cryptographic conjecture holds, then there are no natural proofs
and no S22 (α)-proofs that NP requires superpolynomial size circuits. Finally
we define the ∆b1 -interpolation property, and prove that if S21 + Φ has the
∆b1 -interpolation property then the Rabin encryption function x 7→ x2 mod N
is not secure. This result extends the above-mentioned results of Krajı́ček and
Pudlák to a third cryptographic protocol, which is also generally believed to be
cryptographically secure.

2
2.1

Provably total functions of bounded arithmetic
Bounded arithmetic and the polynomial time hierarchy

Recall that bounded arithmetic is a first-order theory of the natural numbers with non-logical symbols 0 , S , + , · , b 12 xc , |x|, # , and ≤ where
|x| = dlog2 (x + 1)e and where x#y = 2|x|·|y| . The language of first-order logic
is enlarged to incorporate bounded quantifiers (∀x ≤ t) and (∃x ≤ t) ; when
the term is of the form t = |s|, then the quantifier is sharply bounded. The
hierarchy Σbi and Πb1 of bounded formulas is defined by counting alternations
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of bounded quantifiers, ignoring sharply bounded quantifiers (much as the
arithmetic hierarchy can be defined by counting alternations of unbounded
quantifiers, ignoring bounded quantifiers). The primary two forms of induction
axioms used for bounded arithmetic are the following schemes:
Ψ-IND:

A(0) ∧ (∀x)(A(x) → A(x + 1)) → (∀x)A(x)

Ψ-PIND:

A(0) ∧ (∀x)(A(b 12 xc) → A(x)) → (∀x)A(x)

where, in both axioms schemes, A may be any formula in Ψ , possibly containing
additional free parameter variables.
The theories S2i , i ≥ 0, are defined to be axiomatized with the Σbi -PIND
induction axioms plus a finite set of quantifier-free axioms which define the nonlogical symbols. The theories T2i are axiomatized with the same quantifier-free
axioms, but with the Σbi -IND axioms instead of the Σbi -PIND axioms.
Proofs in bounded arithmetic are formalized in Gentzen’s sequent calculus,
extended to have rules of inference for bounded quantifiers and extended to
have induction rules in place of the induction axioms displayed above. The
details of the sequent calculus formulations of bounded arithmetic can be found
in [3, 4].
There are several close connections between bounded arithmetic and the
polynomial time hierarchy.
Firstly, the Σbi -formulas define exactly the
predicates in the class Σpi of the polynomial time hierarchy. Thus, in the
case i = 1, the Σb1 -formulas define precisely the NP -predicates. Secondly,
there is a very close relationship between the definable functions of S2i and the
levels of the polynomial time hierarchy. A function f : N → N is said to be
Σbi -definable by a theory R provided R can prove (∀x)(∃!y)A(x, y) for some
Σbi -formula A such that A(x, y) defines the predicate y = f (x) . Then we have:
Theorem 1 [3, 5] Let i ≥ 1.
(1) The Σbi -definable functions of S2i are precisely the functions which are
polynomial time computable relative to an oracle from Σbi−1 (i.e., precisely
the pi -functions).
(2) ( i > 1) The Σbi -definable functions of T2i−1 are also precisely the
functions.

p
i-

Probably the most interesting case of the theorem is the i = 1 case, where it
states that the Σb1 -definable functions of S21 are the polynomial time functions.
A predicate is ∆bi -definable by a theory if and only if it is provably equivalent
both to a Σbi -formula and to Πbi -formula. A corollary to the above theorem
is that the ∆bi -predicates of S2i (and of T2i−1 ) are precisely the predicates
which are polynomial time computable relative to an oracle from Σpi−1 (these
are the ∆pi -predicates of the polynomial time hierarchy). In particular, the
∆b1 -definable predicates of S21 are precisely the polynomial time computable
predicates.
For the Σb1 -definable functions of T21 , we have the following theorem:
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Theorem 2 [8] The Σb1 -definable functions of T21 are precisely the functions
which can be expressed as the composition of a polynomial time function and a
polynomial local search function.
The class of polynomial local search functions is defined in [15]; since it is
not important for our applications in this paper we omit the definition here.
C. Pollett [16] has extended this theorem to characterize the Σbi -definable
functions of T2i for i ≥ 1.

2.2

Bounding the degrees of the polynomial runtimes

The proof of Theorem 1 has two parts: first cut-elimination is used to
transform an S2i -proof of (∀x)(∃y)A(x, y) , where A is a Σbi -formula, into
a free-cut free proof of (∀x)(∃y ≤ t)A(x, y) , and secondly a polynomial time
algorithm is extracted from the free-cut free proof. The first part of the proof
construction, the cut-elimination, can make the proof grow superexponentially
larger; whereas, the second part, the algorithm extraction is relatively better
behaved, yielding a polynomial time algorithm with the degree of the polynomial
exponentially bounded by the number of lines in the free-cut free proof. In this
section, we take up the question of whether either of these upper bounds, the
superexponential growth rate or the exponential growth rate, are necessary or
whether they are merely an artifact of the proof method. In both cases, we
shall see that these upper bounds cannot be substantially improved.
Recall that the predicate y = 2x is polynomial time recognizable. Also,
x
defining the superexponential function by 2x0 = x and 2xi+1 = 22i ; it is
x
well-known that the 3-ary predicate y = 2i is polynomial-time recognizable.
Therefore both predicates are ∆b1 -definable in S21 ; in fact, S21 can prove basic
facts about these predicates. Since these predicates are ∆b1 -definable, we
can use them freely in formulas without any essential increase in quantifier
complexity. We let 2 ↑ m denote the value 21m ; the predicate y = 2 ↑ x is also
∆b1 -definable by S21 .
We let m denote the canonical term with value m: 0 is just 0 , 2m is 2 · m
and 2m + 1 is S(2 · m) (where 2 means S(S(0)) ).
The next theorem shows that the superexponential growth rate of the
cut-elimination theorem is unavoidable; in fact, not only can the runtime
involve constants which are superexponentially large, but also it can lead to
runtimes which are polynomials of superexponentially large degree.
Theorem 3 There are S21 -proofs of the statements
(∀x)(∃y)(y = 2|x|

2↑m

)

which have O(m) steps and O(m2 ) symbols.
2↑m

is polynomial time computable but,
For fixed m, the function x →
7 2|x|
because of its growth rate, its runtime polynomial must have degree at
least 2 ↑ m.
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Proof (Sketch). The proof of Theorem 3 uses the speedup of induction method
of Solovay. Define the predicate A(m) to be the formula
m

(∀x)(∃y)(y = 2|x| ).
The formula A(m) defines a + -closed cut since it satisfies the following four
conditions: (1) A(0), (2) (∀m)(A(m) → A(m + 1)) , (3) (∀m1 , m2 )(A(m1 ) ∧
m2 < m1 → A(m2 )) and (4) (∀m)(A(m) → A(m + m)) . Now define A0 (m) to
be the formula
(∀x)(A(x) → A(m · x)).
A0 (x) defines a · -closed cut since it satisfies conditions (1)-(4) plus the condition
(5) (∀m)(A0 (m) → A0 (m · m)) . If we define A1 (m) to be the formula
(∀x)(A0 (x) → A0 (m#x)),
then A1 (m) defines a #-closed cut since it is a · -closed cut and also satisfies
(6) (∀m)(A1 (m) → A1 (m#m)) .
More generally, for i ≥ 1 , define A2i (m) to be the formula (∃x)(x = 2m ∧
A2i−1 (x)); and define A2i+1 (m) to be the formula (∀x)(A2i (x) → A2i (m#x)) .
Then the following facts are S21 -provable (for i ≥ 0 ):
(a) A2i (x) defines a ·-closed cut and A2i+1 defines a # -closed cut.
(b) A2i+2 (x) → (∃y)(y = 2x ∧ A2i (y)) .
2z

(c) A2i (z) → (∀x)(∃y)(y = 2|x| i ) .
The fact that (a)-(c) have S21 proofs is easily established by induction on i; in
fact, the S2i -proofs require only O(i) many steps. By using standard methods
(see [17]), the formulas Ai can be expressed using only O(i) many symbols.
Therefore, the statements (a)-(c) have S21 -proofs of length O(i2 ) symbols.
2↑m
Since Am (1) implies (∀x)(∃y)(y = 2|x| ) , the theorem is proved.
2
The intuitive reason why cut-elimination gives rise to superexponentially
large degrees is that when unbounded quantifiers appear in an S21 -proof, then
the cut-elimination process can cause the proof size to grow superexponentially. However the next theorem shows that the degrees of the polynomial
runtimes can be exponentially large even when the S21 -proof has low quantifier
complexity.
2m

Theorem 4 The formulas (∃y)(y = 2|x| ) have sequent calculus proofs in
which every antecedent formula is in Σb1 and every succedent formula is in
∃Σb1 -form, which have O(m) steps and O(m2 ) symbols.
Proof

Let t1 (x) be the term x#x and define ti+1 (x) to be the term

ti (x)#ti (x). It is easy to verify that ti (x) ≥ 2|x|
Am (xm−1 ) be the formula

2i

for all x. Fix m > 0 . Let

(∃xm ≤ xm−1 #xm−1 )(xm = xm−1 #xm−1 ),
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and for i < m, let Ai (xi−1 ) be the formula
(∃xi ≤ xi−1 #xi−1 )(xi = xi−1 #xi−1 ∧ Ai+1 (xi )).
Clearly, Am (xm−1 ) has a sequent calculus proof. Also, the formula Ai (xi−1 )
can be derived from Ai+1 (xi ) with a constant number of inferences involving
only bounded formulas. Therefore there is an S21 -proof of A1 (x0 ) of size O(m)
steps and O(m2 ) symbols.
It is easy to verify that there is a short S21 -proof of the sequent
x1 = x0 #x0 , x2 = x1 #x1 , . . . , xm = xm−1 #xm−1 → |xm | ≥ |x0 |2 .
m

and, from this, of the sequent
x1 = x0 #x0 , x2 = x1 #x1 , . . . , xm = xm−1 #xm−1 → (∃y)(y = 2|x0 |

2m

).

Putting this together with the proof of A1 (x0 ) leads to the desired S21 -proof of
2m
2
(∃y)(y = 2|x0 | ).

3

Independence of P 6= NP from S21 ?

This section discusses a possible method for proving the independence of
P 6= NP from S21 , and also discusses a possible obstacle to this method. First,
we must consider what it might mean for P 6= NP to be independent of S21
and why we might expect this independence. A promising start arises from
the result of [3] discussed above that any predicate which is ∆b1 w.r.t. S21 is
actually polynomial time computable. Being ∆b1 is the same as being provably
in NP ∩ coNP; so we have that P = NP ∩ coNP is consistent with S21 in at
least some weak sense.‡
To formalize P 6= NP as a potential theorem of S21 , we use the fact that
satisfiability is complete for NP . Let TRU(x, y) be a ∆b1 -formula expressing
the condition that x codes a Boolean formula and that y codes a satisfying
assignment for the Boolean formula. Then P = NP if and only if there is a
polynomial time function f such that
TRU(x, y) → TRU(x, f (x))
holds for all x, y . One might wish to express P 6= NP by a formula
(∀f ∈ P)(∃x)(∃y)(TRU(x, y) ∧ ¬TRU(x, f (x)),
but of course, S21 is a first-order theory and cannot quantify over functions. So
instead, we’ll quantify over Boolean circuits which compute functions. Namely,
let Circuit(C) express the property that C is (i.e., codes) a Boolean circuit,
‡ However the significance and import of this consistency is unclear: see Krajı́ček’s
construction [11] of models of fragments of bounded arithmetic where P = NP ∩ coNP for
an investigation of this.
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and we write Output(C, x) for the output of C on input x. A circuit may have
multiple outputs, which are interpreted as the bits of the binary representation
of an integer. Therefore, Output(C, x) is a integer. For m ≥ 2 consider the
formula Ψm :
m

(∀u > m)(∀C ≤ 2|u| )[“C is a circuit with |u| inputs” →
(∃x ≤ u)((∃y ≤ x)TRU(x, y) ∧ ¬TRU(x, Output(C, x)))].
When m = 2 for instance, Ψ2 implies that TRU cannot be solved in the above
sense by a circuit of size n2 . Thus, if Ψm is true for all m, then NP * P/poly ,
which implies that P 6= NP . Therefore, it is reasonable to define that P = NP
is consistent with S21 iff the formulas Ψm are not S21 -provable.
It is commonly conjectured that NP * P/poly , but this seems to be hard
to prove. We further conjecture that the formulas Ψm are not theorems of S21
and that furthermore it may be possible to prove this fact using present-day
techniques. Having said that, we feel obligated to point out a barrier to
proving that the formulas Ψm are not theorems of S21 . One likely way to
prove that S21 0 Ψm would be to prove that the function C 7→ (x, y) is not
polynomial time computable; since, if S21 ` Ψm , then Theorem 1 implies that
x and y satisfying the property of Ψm can be obtained as a polynomial
time function of C . However, we shall prove later that, assuming that a
strong pseudorandom number generator conjecture (the SPRNG conjecture)
holds, there is a non-uniform probabilistic polynomial time computation which
obtains (x, y) from C . Therefore, under the SPRNG conjecture, the function
C 7→ (x, y) has polynomial size circuits. This means that, assuming the SPRNG
conjecture, any proof that C 7→ (x, y) is not in polynomial time would have to
work even though the function has polynomial size circuits.
It would of course be perfectly fine to assume P 6= NP or even that NP
does not have polynomial size circuits, to prove that S21 does not prove the
formulas Ψm ; because S21 can prove only true formulas.

4

Independence via Natural Proofs

We next discuss the theorem of Razborov’s giving a conditional independence
result which states that S22 cannot prove superpolynomial circuit size lower
bounds for NP problems [21]. This result is a “conditional” result since it
depends on the truth of a strong pseudorandom number conjecture, which
we call the SPRNG conjecture. Since Razborov [20] has also argued that all
present-day proof methods for establishing circuit lower bounds are formalizable
in U11 , this provides at least some evidence that present-day proof methods
are inadequate for proving P 6= NP . Razborov’s independence proof depends
heavily on the notion of the natural proofs earlier introduced by RazborovRudich [22]. They gave a definition of “natural proofs” and proved that present
methods for circuit lower bounds give natural proofs; furthermore, they showed
that the SPRNG conjecture implies that there are no natural proofs of P 6= NP.
7

4.1

Natural Proofs

We now give the definition of natural proofs due to Razborov and Rudich [22].
The intuitive motivation is that in order for a proof to be a natural proof
of P 6= NP, it must give a suitably constructive way of proving that certain
Boolean functions do not have polynomial size circuits (for example, the Boolean
function which recognizes satisfiable propositional formulas). More precisely,
a proof is natural provided it is possible to use the proof method to find
families Cn of n-ary Boolean functions which do not have polynomial size
circuits. The Boolean functions f (x1 , . . . , xn ) in Cn are represented by their
truth tables (which of course have size N = 2n ); therefore, an n -ary Boolean
function is identified with a string of 2n 0 ’s and 1 ’s and Cn is a set of binary
strings of length 2n .
Definition C = {Cn }n is quasipolynomial-time natural against P/poly if and
only if each Cn is a set of (strings representing) truth tables of n -ary Boolean
functions, and such that the following three conditions hold:
Constructivity: The predicate “f ∈ Cn ?” is decidable by circuits of size
O(1)
2n
, and
n

Largeness: |Cn | ≥ 2−cn · 22 for some c > 0 , and
Usefulness: If fn ∈ Cn for all n, then the family {fn }n is not in P/poly (i.e.,
does not have polynomial size circuits).
The motivation for this definition of natural proofs is that “constructive”
proofs that N P 6⊂ P/poly ought to give a (quasi)polynomial time property
{Cn }n which is natural against P/poly . Of course, it would be expected that
{Cn }n would contain NP functions; however, this is not formally required
by the above definition. Note that ‘quasipolynomial time’, is measured as a
function of the size of the truth table of fn .

4.2

The SPRNG conjecture

We now give the definition of the Strong Pseudorandom Number Generator
(SPRNG) Conjecture: this conjecture implies the existence of pseudorandom
number generators which generate pseudorandom numbers that pass any feasible
test for randomness. This conjecture is closely related to the problem of the
existence of one-way functions, and is generally conjectured to be true by
researchers in cryptography. (But it is stronger than P 6= NP , and thus far the
conjecture has not actually been proven.)
Definition Let Gn : {0, 1}n → {0, 1}2n be a pseudorandom number generator.
The hardness, H(Gn ), of Gn is the least S > 0 such that, for some circuit C
of size S ,
¯
¯
¯
¯
¯ P rob [C(Gn (x))=1] − P rob [C(y)=1]¯ ≥ 1
¯ S
¯x∈{0,1}n
y∈{0,1}2n
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The intuitive motivation for the above definition of hardness, is that a
good pseudorandom number generator ought to behave similarly to a random
number generator. Thus it should not be possible to have a feasibly computable
probabilistic test which can distinguish pseudorandom numbers (such as values
y output by Gm ) from truly random numbers y . If P = NP then there are
no good pseudorandom number generators; however, it is generally conjectured
that good pseudorandom number generators do exist:
SPRNG Conjecture: There are pseudorandom number generators Gn ,
²
computed by polynomial size circuits, with hardness H(Gn ) ≥ 2n , for some
fixed ² > 0.
One of the main results of Razborov and Rudich [22] is the following
theorem:
Theorem 5 If the SPRNG conjecture is true, then there are no properties which
are quasipolynomial time/poly natural against P/poly .
The proof of this theorem can be found in [22] and we omit it here. Instead
the next section discusses Razborov’s use of this theorem to get independence
results for bounded arithmetic.

4.3

An Independence Result for S22 (α)

Let α represent a new unary predicate symbol. The theories S2i (α) and T2i (α)
are defined similarly to S2i and T2i , but allowing α to be a new predicate
symbol which may appear in induction formulas. Namely, we define the classes
Σbi (α) and Πbi (α) just like the classes Σbi and Πbi ; counting quantifiers as
before, but now allowing the predicate α in the formulas. S2i (α) and T2i (α)
are axiomatized with the same open formulas as S2i plus the Σbi (α) -PIND and
Σbi (α)-IND induction axioms (respectively). Note that although α may appear
in induction formulas, there are no axioms defining α — from the computational
point of view, α acts like an oracle, which could be any predicate.
There is no loss of generality in assuming that α is a unary predicate.
Firstly, a n-ary predicate β(~x) can be simulated by a unary predicate by using
Gödel numbering to encode n integers as a single integer; then α(h~xi) could
give the value of β(~x). Secondly, a function f of polynomial growth rate
can be simulated by α by letting α(hx, ii) equal the i-th bit of the binary
representation of f (x). In this way, S2i (α) , respectively T2i (α) , has the same
power as S2i (β) or S2i (f ), respectively T2i (β) or T2i (f ) .
The predicate α can encode a circuit by letting α encode the connection
language for the circuit. I.e., if i and j are gate numbers, then α(hi, ji) is true
iff the output of gate i is an input to gate j ; and if τ is a gate type, such as
∧, ∨, ¬, then α(h0, τ, ii) is true if gate i is of type τ . The predicate α may
encode additional information about the circuit as well; for instance, for ~x a
list of Boolean inputs to the circuit, we may have α(h~x, ii) giving the output
value of gate i for those inputs. The property that α encodes a valid circuit is
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expressible as a ∀∆b1 -predicate, and S1i (α) can do elementary reasoning about
the encoding and behavior of circuits.
We adopt the convention that if a circuit has t gates, then the gates must
be numbered from 1 to t and if gate i is an input to gate j , then i < j .
We next wish to give a first-order formula expressing superpolynomial lower
bounds for polynomial hierarchy predicates. Let S(x) be any bounded formula
(i.e., any polynomial hierarchy predicate). We are mostly interested in the case
where S is the satisfiability predicate SAT(x) ⇔ (∃y ≤ x)TRU(x, y) .
Definition We define LB(n, t, S, α) to be a formula which states that the
Boolean circuit encoded by α either does not correctly compute the predicate S
or has size greater than t . The circuit bound t , may be specified by a term
or may be specified implicitly in terms of its graph. (E.g., in the latter case,
t could be the function n 7→ 2n , which cannot be expressed as a term in
bounded arithmetic.) Formally, we let LB(n, t, S, α) be the statement:
·
¬ α codes a circuit of size ≤ t(n) such that
¸
(∀x ∈ {0, 1}n )(Output(α, x) = True ↔ S(x))
Note that the only free variable in LB(n, t, S, α) is the variable n . If one lets
n = |z| , then the quantifier (∀x ∈ {0, 1}n ) is bounded. The first half, which
expresses the condition α codes a valid circuit of size t(n) is a ∀∆b1 -formula
with the universal quantifier ranging over numbers of length t(n)O(1) . This
universal quantifier will be bounded if t is dominated by a polynomial, but will
be unbounded otherwise.
When S is a Σb1 -formula (an N P -formula) such as SAT , then LB(|z|, t, S, α)
is an ∃Πb1 -formula. It follows that it is provable in S22 (α) if and only if it is
provable in T21 (α), since the latter theory is conservative over the former [5].
But Razborov [21] established the following theorem.
Theorem 6 Assume the SPRNG conjecture. Let t(n) = nω(1) be of superpolynomial growth rate. Then
S22 (α) 0 LB(|z|, t, S, α).
Razborov’s original proof was based on the characterization of the Σb1 -definable
functions of T21 (and thus S22 ) in terms of polynomial local search functions,
plus a version of the interpolation theorem. A second and simpler method for
proving this theorem was developed by him in [19], see also Krajı́ček [12], which
was also based on a Craig interpolation theorem. A complete proof based on
Razborov’s second method can be found in [7]; we omit the rather lengthy proof
here, however.
The obvious question at this point is what is the import of Theorem 6.
Firstly, if S22 (α) could be replaced by U11 (α) , this would clearly become a very
strong result that would say something quite meaningful about the difficulty
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of proving that NP * P/poly . But with S22 (α) , the theorem is a good deal
weaker: in particular, since t(n) = nω(1) , S22 (α) is unable to code the circuit
with a first-order object, and therefore cannot do induction on the number of
gates in the circuit.
As an intermediate goal, midway between Theorem 6 and replacing S22 (α)
with U11 (α), one might try the following: let m = t(n) so that n = mo(1) ,
which we express as n = n(m) . Then it would desirable to prove that
LB[n(|z|), |z|, S, α]
is independent of S21 (α). In this setting, with the circuit size equal to |z|,
S21 (α) would be able to code the circuit as a first-order object and be able to
do induction on the number of gates in the circuit.

4.4

An Application of the SPRNG Conjecture

In section 3 we mentioned that, under the assumption that the SPRNG
conjecture holds, there is a non-uniform probabilistic polynomial time algorithm
computing C 7→ (x, y) such that for all C encoding a Boolean circuit, x codes
a Boolean formula which is satisfied by y , but C on input x fails to output a
satisfying assignment for x. In turns out that this is easy to prove from the
SPRNG conjecture.
We need to describe the algorithm which computes C 7→ (x, y) . The input
to the algorithm is a value C which is presumed to encode a polynomial
size circuit with n inputs. Since the circuit is polynomial size, |C| = nO(1) .
The desired values (x, y) will witness the fact that C does not correctly
solve the satisfiability predicate. Let m = n1/k (the constant k will be
specified in a moment) and let Gm be a polynomial size circuit which computes
a pseudorandom number generator — the circuit Gm exists since we are
assuming the SPRNG conjecture holds. Thus Gm : {0, 1}m → {0, 1}2m .
Letting z ∈ {0, 1}2m , the statement
InRangeGm (z) ⇔ (∃u ∈ {0, 1}m )(Output(Gm , u) = z)
is an NP-predicate, and therefore can be expressed as an instance
x = x(z, Gm , n) of SAT. That is to say, x(z, Gm , n) is polynomial time
computable and SAT(x(z, Gm , n)) is true iff z is in the range of Gm .
We choose the constant k so that |x(z, Gm , n)| ≤ mk ; in fact, w.l.o.g.,
|x(z, Gm , n)| = mk = n and therefore the value x(z, Gm , n) can be input
to the circuit C .
We claim that for u chosen at random from {0, 1}m and for
z = Output(Gm , u), the probability that C fails to output a satisfying
assignment to SAT(x(z, Gm , n)) is greater than 1/2; in fact the prob²
To prove
ability must be close to 1 − 1/S = 1 − 1/2m or greater.
this claim, we use the inequality from the definition of the hardness
of the pseudorandom number generator. Namely, for u ∈ {0, 1}m , let
x(u) = x(Output(Gm , u), Gm , n) and let P robu [TRU(x(u), C(x(u)))] = a/2m .
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From this, we have P roby [TRU(y, C(y))] ≤ a/22m .
a/2m − a/22m < 1/S , we have that

Therefore, since

2m+1
1
1
(1 + 2m ) < ,
S
2
2
and 1 minus this probability is the probability that C fails to find a satisfying
assignment on inputs x(u) generated from values in the range of Gm .
The algorithm for computing C 7→ (x, y) is now easily describable: one
repeatedly picks u ∈ {0, 1}m at random and computes z = Output(Gm , u) and
x = x(z, Gm , n). One also computes y = y(u) which is a satisfying assignment
to the formula φx encoded by x. If Output(C, x) is not a satisfying assignment
for φx , then the value (x, y) is output. Otherwise the process is repeated for
another random u . Repeating the process a polynomial number of times, the
probability that the algorithm succeeds is exponentially close to 1.
By the well-known technique of Adleman [1], the above non-uniform
probabilistic algorithm can be shown to have polynomial size circuits. Namely,
since for a given C , a random chosen u succeeds with high probability, there
must be a small set of values for u , such that for all C of a given size, at least
one of the u values succeeds. In fact, only ≈ log2n² (2n ) = n1−² values for u
are needed. Given these values for u and the circuit Gm , it is easy to compute
x and y in polynomial time. Therefore, the function C 7→ (x, y) is computable
by a polynomial size circuit.
P robu [TRU(x(y), C(x(u)))] = a/2m <

5

Interpolation and Cryptography

This section discusses a striking connection between open problems in bounded
arithmetic and the security of cryptographic protocols. We discuss the work of
Krajı́ček and Pudlák [13], which arose from the use of interpolation and disjoint
NP-pairs in [21, 19]. We state first the results of [13] relating interpolation
theorems and the RSA function and the discrete logarithm function. We
conclude with an extension of their theorems to the Rabin encryption function.
Definition Let ~x , ~y , ~z be disjoint vectors of variables. Let A(~x, ~y ) and
B(~x, ~z) be formulas such that A → B is valid. Then a (Craig) interpolant for
A and B is a formula C(~x) involving only the variables common to A and B
such that both A → C and C → B are valid.
We shall be interested in situations where A → B is provable in a theory
of bounded arithmetic, with A and B both ∆b1 -formulas. We are particularly
interested in bounding the computational complexity of the interpolant C
(regardless of whether the implications A → C and C → B are provable in the
theory of bounded arithmetic).
By using pairing, a vector of variables can be reduced to a single variable,
so let A(x, y) and B(x, z) be in ∆b1 w.r.t. a theory T of bounded arithmetic.
Then if T proves A → B , it also proves
(∃y ≤ s(x))A(x, y) → (∀z ≤ t(x))B(x, z).
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In other words, T proves that the two NP -sets
A = {x : (∃y ≤ s(x))A(x, y)}
and
B = {x : (∃z ≤ t(x))(¬B(x, z))}
are disjoint. (Note that B is negated!) An interpolant C(x) such that A → C
and C → B are valid would define a set C = {x : C(x)} which separates A and
B in that C ⊇ A and C ⊇ B. Therefore, the problem of finding an interpolant
for ∆b1 -predicates is the same as finding a set that separates two Σb1 -predicates.
Definition A theory T has P-interpolants for ∆b1 -formulas if and only if
whenever A(x, y) and B(x, z) are formulas which are ∆b1 -definable w.r.t. T
such that T proves
(∃y ≤ s(x))A(x, y) → (∀z ≤ t(x))(x, z),
then they have an interpolant C(x) which is polynomial time recognizable.
The following theorem was first stated in [13] in terms of P/poly instead
of P:
Theorem 7 If S21 has P-interpolants for ∆b1 -formulas, then the RSA function
is not secure against polynomial time computability.
It is conjectured that the RSA function function is secure against any type
of feasible computability; this conjecture obviously implies that S21 does not
have P-interpolants for ∆b1 -formulas.
Next we state a second similar result from [13] for the discrete logarithm
encryption function. But first, we need to introduce the notion of Pratt
certificates for primes and a Πb1 -sentence Φ that relates Pratt certificates to
primality. If N is a prime, then a Pratt certificate for N consists of the
following:
a. The prime factorization of N − 1 ,
∗
, and
b. A generator g for the multiplicative group ZN

c. Pratt certificates for each of the primes in the prime factorization of
part a.
One can check in polynomial time whether a purported Pratt certificate is
valid, by checking that the product of the numbers in the prime factorization
equals N −1, checking that the generator g satisfies g N −1 = 1 and g (N −1)/q 6= 1
for each prime q in the factorization of N −1 , and then recursively checking that
the Pratt certificates for the factors of N − 1 are valid. We write Pratt(w, N )
for the ∆b1 -predicate that expresses the condition that w is a valid Pratt
certificate for N .
13

It is open whether S21 can prove that numbers with Pratt certificates are
prime in the usual sense, so following [13], we let Φ be the ∀∆b1 -formula
(∀w)(∀N )[Pratt(w, N ) → ¬(∃a < N )(∃b < N )(a · b = N ]).
and now work with the theory S21 + Φ .
Theorem 8 [13] If S21 + Φ has P-interpolants for ∆b1 -formulas, then the
discrete logarithm encryption function is insecure.
We will not define the RSA and discrete logarithm encryption functions but
will instead introduce a different and somewhat simpler encryption function,
namely, the Rabin function. We let (a, b) denote the greatest common divisor
of two integers a and b . Let N = p · q be a product of two distinct primes, and
let 0 < x < N such that (x, N ) = 1 . Further, let y = x2 mod N . The function
x 7→ y is the Rabin function [18]. The inverse to the Rabin function can be
defined to be the set of four values 0 < x1 < x2 < x3 < x4 < N such that
x2i ≡ y mod N . It is known that if there is a feasible algorithm to compute the
inverse to the Rabin function (as a function of y and N with (y, N ) = 1 ), then
there is a feasible algorithm for factoring integers [18, 2].
Theorem 9 Let A(x) be any polynomial
φA (x1 , x2 , x3 , x4 , wp , wq , p, q, y, N ) be the formula

time

predicate

N = p · q ∧ Pratt(wp , p) ∧ Pratt(wq , q) ∧ (y, N ) = 1 ∧

4
^

and

let

x2i ≡ y mod N

i=1

∧x1 < x2 < x3 < x4 ∧ A(x1 , x2 , x3 , x4 ).
and define φ¬A similarly with ¬A in place of A . Then S21 proves
φA (x1 , x2 , x3 , x4 , wp , wq , p, q, y, N )

(1)

→¬φ¬A (u1 , u2 , u3 , u4 , wp , wq , p0 , q0 , y, N ).
0

0

Therefore, if S21 + Φ has P-interpolants for Σb1 -formulas, the Rabin function is
insecure.
Proof After the discussion at the beginning of this section, the only thing left
to show is that the implication (1) is S21 -provable. It suffices to show that S21
proves
N = p · q ∧ N = p0 · q 0 ∧ Pratt(wp , p) ∧ Pratt(wq , q)
∧Pratt(wp0 , p0 ) ∧ Pratt(wq0 , q 0 ) ∧ (y, N ) = 1
∧

4
^

x2i = y mod N ∧

i=1

4
^

u2i ≡ y mod N

i=1

∧x1 < x2 < x3 < x4 ∧ u1 < u2 < u3 < u4

→

4
^
i=1
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xi = ui

(2)

It was shown in [13] that S21 + Φ can prove that if p · q = p0 · q 0 and p, q, p0 , q 0
have Pratt certificates, then {p, q} = {p0 , q 0 } . So in finding the S21 + Φ -proof of
(2), we may assume w.l.o.g. that p = p0 and q = q 0 .
Claim S21 + Φ can prove
v1 < p ∧ v2 < p ∧ Pratt(w, p) ∧ v12 ≡ v22 mod p → v1 = v2 ∨ v1 = p − v2 .
To prove the claim, consider the product
(v1 − v2 ) · (v1 + v2 ) = v12 − v22 ≡ 0 mod p.
From the claim on page 213 of [13], S21 + Φ can prove that one of the terms
v1 − v2 or v1 + v2 is divisible by p since their product is, and our claim is
proved.
To finish the S21 + Φ proof of (2), we note that since the values x2i and yi2
are all equal modulo N , then they are also equal modulo p . Therefore, by the
claim, there are only two possible values allowed for xi mod p and for ui mod p .
Likewise, there are only two possible values for xi mod q and ui mod q . And,
we have the following:
Claim S21 + Φ can prove
0 ≤ a ≤ b < N ∧ a ≡ b mod p ∧ a ≡ b mod q → a = b.
To prove the claim, we argue inside S21 + Φ and consider the difference b − a :
this is congruent to 0 mod p and hence is, provably in S21 + Φ a multiple of p,
say b − a = α · p . By the reasoning of the previous claim, α is congruent to
0 mod q and so is a multiple of q . Therefore b − a is a multiple of p · q and so
b − a = 0.
2
It would be desirable to remove the presence of the extra axiom Φ from
Theorems 8 and 9; so far we have been unable to accomplish this.
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