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Abstract. It is well known that for the Byzantine
Generals Problem, no deterministic protocol can
exist for an n-processor system if the number ¢ of
faulty processors is allowed to be as large as n/3. In
this paper we investigate the maximum achievable
agreement probability B,, in a model in which the
faulty processors can be as devious and powerful as
possible. We also discuss a restricted model with 8,,
denoting the corresponding maximum achievable
probability. We will prove that: (i) for n=3, t=1
(the first nontrivial case), Bs;=(V5-1)/2 (the
reciprocal of the golden ratio); (ii) for all ¢ with
log (1—¢)"2
log(1=-(1=-€)"?)

O<€<1’if3€->l_ then B,, <e.

1. Introduction

The design of protocols for reaching agreements
in the presence of faulty processors is an important
issue in distributed computing. One classic problem
in this area is the Byzantine Generals Problem
([PSL][LSP]), where a system of n processors, in
which as many as ¢ of them may be faulty, wish to
agree on a binary value v held by a certain
distinguished processor, called the commander. A
protocol is an algorithm which specifies the rules
governing the behavior of the nonfaulty processors.
In accordance with these rules the nonfaulty
processors send and receive messages from each
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other in synchronized rounds before finally deciding
on their values; the faulty processors may behave in
an arbitrary manner. At the end of an execution of
the protocol, we say that a Byzantine agreement has
been achieved when: (1) all the nonfaulty processors
agree on the same value, and (2) if the commander
is nonfaulty, then all the nonfaulty processors in fact
agree on the value v held by the commander.

A fundamental issue is to understand under what
circumstances protocols exist for reaching Byzantine
agreement, and when they do, whether efficient ones
exist.

This problem has been studied extensively in the
literature. Pease, Shostak, and Lamport [PSL] (see
also [L.SP]) showed that there exists a protocol which
guarantees agreement if and only if r<n/3. Dolev
and Strong [DS] then showed that when r < /3, there
are protocols which use at most a polynomial
number (in n) of messages. Another efficient
protocol for this problem was given in Dolev,
Fischer, Fowler, Lynch, and Strong [DFFLS]).
Concerning the number of rounds needed, Fischer
and Lynch [FL] showed that no protocol exists that
always terminates in fewer than ¢+ 1 rounds, which is
best possible since the protocol given in [PSL]
achieves this bound. There are many other
interesting wvariants of the Byzantine Generals
Problem. For example, the protocol may work
asynchronously (see [ABDKPR], [Be], {Bral] {FLP)).
There are also numerous types of problems involving
consensus seeking, and we refer the interested reader
to the literature (e.g., see [BLS], [DLS], [KKL], and
their references).

When guaranteed agreement is not possible, what
is the best one can achieve? One direction is to
relax the requirements for agreement, e.g., to allow
approximate agreement (Dolev, Lynch, Pinter, Stark,
and Weihl [DLPSW])), inexact agreement (Mahaney
and Schneider [MS]), or persuasive agreement (Ben-
Or [Be], Chor, Merritt and Shmoys [CMS], Dwork,
Shmoys and Stockmeyer [DSS]). Randomized
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algorithms have also been considered in Rabin [R]
for use in the Byzantine Generals Problem, (also, see
Ben-Or [Be], Bracha [Br2], Chor and Coan [CC)).

In this paper, we shall investigate the following
basic problem. Retaining the original notion of
agreement, what is the best probability of agreement
one can achieve using randomized algorithms?

This problem was considered in Karlin and Yao
[KY]). There it was shown that for a certain model
(called the simultaneous model, described below), no
protocol can achieve a probability of agreement
greater than 2/3 when ¢ = n/3. On the other hand, in
this model the bound of Z/3 can be achieved when
n=3,t=1.

In the present paper, we will study a different but
related model, which we call the sequential model,
described in Section 2. Let us denote by B, the
least upper bound on the probability of agreement
achievable in this model by any probabilistic
protocol. Our first result is the following.

Theorem 1. B;, = (V5-1)/2.

Since (V5—1)/2<2/3, Theorem 1 shows that in
the sequential model, in which faulty processors can
wait to see the transmitted messages of nonfaulty
processors in the current round before having to
decide on their own messages, strictly increases the
power of the adversary over that of the simultaneous
model of [KY].

In Section 5 we discuss the situation when n is
large. It turns out, perkaps not surprisingly, that
when ¢ can be large, say on the order of n itself, then
the corresponding probability of success for any
protocol must tend to zero, as n becomes large.

2. The Model

We begin by formalizing the notion of a
probabilistic protocol for reaching Byzantine
agreement. We employ a modified version of the
formalism given by Broder and Dolev [BD].

Processors will be denoted by Go,Gy,...,Gh-,
where without loss of generality we let G, be the
commander and v €{0,1}; its initial value. Each
processor G; is assumed to have access to a family of
probability distributions f,; on the set {1,2,3,..},
r=1,2,3,... These serve as G;’s source of
randomness: at round r, G, chooses a ‘‘random”
integer N,; according to the distribution f;
(informally, we can think of this as G;’s ‘‘coin flip”’).
The sequence (Ny;, Na;, ..., N,) is denoted by N—,T

In a k-round agreement protocol A, the behavior
of G, during round r, 1= r =<k, can be described by a
transition function 8, = d,(r, M,_, ;, ﬁ.,:) where M,_;, is
the set of messages received by G; up through round
r~1. The value of &(r,M,.,;,N,;) is a vector
M,;=(m%;,m,, ...,mi;Y), where ml, is the message
(any finite binary string) G; sends to G, during round
r. Also, we define a binary decision function
My, ﬁk,,), which is the probability that the value v,
that G, finally decides upon is O after the k™ round,
when all messages have been received (M,;) and all
random choices have been made (ﬁk,,). The complete
specification of a protocol A consists of a transition
function 5, and a decision function p; for each
processor i, 0=<i<n. Let o, denote the set of all
such protocols.

To continue, a scenario o consists of a binary
value v=v(o), a set F=F(o)c{0,1,...n-1}
indexing the faulty processors G;, j€F, and a
generalized transition function 8 which dictates the
behavior of the faulty  processors G
Mathematically, 8 takes as input
(r.M,;[i€F), N,;[j €F]) and assigns outputs m,,,
j€F, where m, ;= @m0, m;,, ..., mi7') is the set of
messages to be sent by G;, j€F, in round r. Note
that we have incorporated the capability for the
faulty processors to collude, to spy on all
communication lines, and to wait for messages
transmitted by nonfaulty processors in the current
round to arrive before making decisions on their own
messages.

Consider a k-round agreement protocol A and any
scenario o with |F|=<: Given »n ‘“random”
sequences N; of positive integers generated by the f, ;,
0=i<n, an execution of protocol A is completely
determined by interpreting the N, as the “coin flips”
used by G;. We call such an execution a run of A,
and we say it is successful if the following two
conditions hold at the end after k rounds:

1. Consistency: vi=v; for alli,i' gF.

2. Validity: 1f 0¢F (i.e., the commander is not
faulty) then v, =v for all i €F.

Let n(A, o) denote the probability that a random
run of A using o will be successful, and define

n(A): = inf{n(A, o) | |F(a) | =1}.

Thus, n,(A) is the smallest probability of agreement
that the faulty processors can enforce on the system.
Finally, define
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Brpi = sup n:(A) .

We will call this the sequential model.

By way of contrast, the (simultaneous) model
considered in [KY] only allows faulty processors to
use information obtained in previous rounds (but not
the current round) in deciding what to transmit
during the current round. Thus, the corresponding
allowable &; in this case are more restricted than in
the sequential model.

In the next two sections we will give a somewhat
detailed outline of the proof of Theorem 1.

3. A Lower Bound for B,
We first show that
(1) Bi1 = (V3 =1)/2: = 6.

Consider the following protocol Ay:

Step 1. G, sends v to both G, and Gy;

Step 2. If G, receives the value a from G, then G,
will decide probabilistically on the value v,,
where v,=a with probability ¢ and
vy =1-a with probability 1-¢; G; then
sends v, to G,;

Step 3. Suppose G, receives » from G, in Step 1

and ¢’ from G, in Step 2. If b=4a' then G,

decides on v,=b; if b#a' then G, will

decide probabilistically on the value v, =b",

where b'=b with probability ¢ and
" = 1~p with probability 1—-o.

~

Claim. T]](Ao) = ¢.

To compute w,;(A), we need to consider the
various possibilities, namely all processors are
nonfaulty, and exactly one processor is faulty. For
example, suppose the commander G, is faulty, and in
Step 1 sends the value 0 to G, and the value 1 to G,.
For the protocol to fail to reach agreement, we must
have G, choosing v; =0 in Step 2, and G, choosing
b'=1 in Step 3; this occurs with probability
¢-o=¢>. Thus, for this case, the probability of
reaching agreement is 1-¢?=¢. In the same way
one can prove that in each of the other cases, the
probability for the protocol to reach agreement is at
least &. This shows that B;;=2w(A)=4¢, as
required.

4. An Upper Bound for B;,

We will require a number of definitions before
being able to carry out a proof that

2 Bii = 6.

Let T =T, be a complete binary tree consisting of
a root, denoted by root(T) at level 1, and k—1 levels
of other nodes. A node at level k is called a leaf.
Any non-leaf u of T has two descendants, a lefichild
uo and a rightchild u,. The level of a node u is
denoted by A(u). If Nu)=i<k then Au)=i+],
j €{0,1}. The notation u u; denotes the edge in T from
u to u;. We define A(uu,), the level of uu; to be
equal to \(w).

Definition. We call T=T, a k-level cost tree if T is a
complete binary tree with k levels in which each edge
e of T is assigned a cost c(e), 0=c(e) =1, where for
each non-leaf node u, c(uuy) + c(uu;) =1.

For a node u, let P(u) denote the sequence of
nodes root(T) =wy, wsy,..,w;=u from root(T) 10 u
(thus, A(w)=1i). Also, let P,(«) denote the
corresponding sequences of edges ¢, 3, ..., ;-1 from
root(T) to u (thus, e; = wyw;.y).

Definition. Let T be a k-level cost tree. A control
function p for T is a mapping from the set I of
internal (= non-leaf) nodes of T into {0,1,%}. We
say that a node u is p-reachable, and we write
x(p, #) =1, if the following holds: For all w; € P(u),
wy # u, p(w;) =0 implies w;y, is a leftchild of w;, and
p(w;) = 1 implies w;, is a rightchild of w;. Otherwise
we write x(p, u) = 0.

We say that p is an A-control-function if
p(u) €{0, 1} for all internal nodes u» with A(x) odd.
Similarly, we say that p is a B-control-function if
p(u) €{0, 1} for all u with A(x) even. Let F, and F,
denote the set of all A- and B-control-functions,
respectively.

Definition. For a node u, define

I1 c(ep
ej € Po(u)
ej) odd

IT c(ep
ej € Polu)
)\(ej) even

Te(u) 1= 1a(u) Tp(u) .

T (0): =

Tp(u): =

Definition. A leaf I of T is called an A-leaf if either
A(0) is odd and parent(l) is a leftchild, or A(I) is even
and ! is a leftchild. A leaf ! is called a B-leaf if either
A(D) is odd and ! is a rightchild, or A(!) is even and
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parent(l) is a rightchild. A leaf I is called a C-leaf if
either I and parent(l) are both leftchildren, or !/ and
parent(l) are both rightchildren.

We illustrate this definition in Fig. 1.

We denote the set of A-leaves, B-leaves and C-
leaves of T by L,, Ly and L., respectively.

Define:

ca(T) : = min {2 X(p,l)‘rg(l)}
PEFA {1eip

o(T) = min {2: (o, zmu)}
peEFp 1€l

cc(Ty:i= 3 (D).
leLe

Finally, define the cost of T by
cost(T): = min {c,(T), cs(T), cc(T)}.

As an example, observe that for the 3-level cost tree
T* in Fig. 2, we have cost(T") = ¢.

In fact, this cost tree is not unrelated to the
protocol A, described earlier which had n,(A) = ¢.
Our first lemma shows that 7* is extremal in this
respect.

Lemma 1. For any cost tree T,

~

3 cost(T) < .

Proof: We proceed by induction on the number of
levels of 7. Assume that T=7T; has 3 levels with
edge costs as shown in Fig. 3 (where X¥=1-x, etc.).
Thus,

cost(T3) =min{y, z, x, xy +x 2}

= sup min{y,z, x, xy+Xz}
Osx,y,zs1

= sup min{y,x, xy+x}=¢
Osxy=1

which is achieved by taking x = b= y.

Now, assume that (3) holds for all k-level cost
trees for some k =3, and let T be an arbitrary (k+1)-
level cost tree. First, observe that if T' is formed
from T by setting c(e)=0 for any edge ¢ incident to a
leaf 1 €L, ULy UL, then cost(T) < cost(T') (since such
edges are not involved in the evaluation of the cost).
We consider the bottom three levels of T'. There
are two cases, depending on the parity of k. We
illustrate the case of k even in Fig. 4(a). (The case
of k odd is similar and is omitted.)
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In Fig. 4(b) we show the ‘“‘collapsed” tree f",
where the indicated transformations are performed
on all nodes » at level k—2. We next compute how
the two fragments contribute to the costs of their
respective trees (where we have to keep in mind the
various options possible for the control-functions on
these fragments). It follows from the definitions that
these contributions are:

AT =+ +aga)xr+3s)+ -+,

cp(T'y= ++ +mu) min(y,2)+ + -+,

ce(T) =+ +7c@xQGr+y) +x@s+z)+ -,
A= - +rgWF+EN + - -,

p(T')= -+ +7a(w) minG )+ -

ce(T') =+ +1e)(I~xF —X5+(F+EF)(1 ~min(,2)))

+..-

However, it is easily verified that
xOr+y)+x(2s+2) < (1=xr=x5+ (7 +x5)(1 =min(y,z)))

so we have cA(T')=cA(f"), cB(T')=cB(f') and
cc(T'Y=cc(T'). This implies

cost(T) < cost(T') = cost(f") = &;

by the induction hypothesis, since T only has &
levels, and the lemma is proved. ®

Now, we proceed to the proof of (2). Let Abe a
3r-round agreement protocol with transition functions
§;, 1 =i=3z. It is not hard to see that we do not lose
any generality by assuming that during any particular
round r, only one of the three processors actually
transmits, and further, that each transmission
consists of a single bit to each of the other two
processors. Furthermore, we can assume that the
last bits transmitted by G, and G, are, in fact, their
respective decisions v; and v,. Specifically, we
assume that G; transmits only during rounds
r=i+1(mod 3), and that a single bit v,;€{0,1} is
transmitted to G;, j#i. Our overall plan will be to
construct a (2t+1)-level cost tree T=T(A) and
scenarios @g, oy, p€Fs, and oy, p’' €Fp, 50 that
(A, o) = cc(T), ;'rgg: (A, 0,,,) < s (T) and
min (A, o3, ) = cp(T).
p EFg
enough to prove (2).

By Lemma 1, this will be

Let &, 1=r=3t denote the sequence of bits
transmitted between G; and G; up through round r,
and let V;,; denote the random variable
(Boriitts Eorii+as ﬁ,,,-) where index addition is
performed modulo 3, and IV,_,- represents G;’s random
choices up through round r. (Thus, &,,,;=&.,,.).



Intuitively, Vg ,, represents the view that G, has seen
up through round ». We will denote the truncated
vector (E«r,r.i,i+1l go',r,i,i+2) by Vcr,r,l' Further, fOl' Es
¢ €{0, 1}, define

Po,r,i(gagl) = P"{Va,r,i 3 {(EO,E'), (§, glo)H Vv.r—l,l=(§1€')}-

We will be primarily interested in the case when G;
does not transmit during round r. In this case,
P, E') is the probability that G; will receive a 0
during round r, given that G;’s (truncated) view
Vor—1, at round r—1 is (§, £').

Our next goal will be to construct three special
scenarios o,, 0, o¢, and prove an important
relationship connecting them. These scenarios will
then be used to construct T and the final set of
scenarios oo, o;,, p€F., and o,,, p' €Fz. The
scenarios o,, og, oc are analogues of the three
scenarios used in [PSL] to prove that no
deterministic protocol exists for the case of one
faulty processor among three. The basic idea is to
force the two views of G, in o and o, to be
identical random variables, and to force the two
views of G, in o, and o, to be identical random
variables. In o,, G, is faulty and G, is trying to
send the value 1; in oz, G, is faulty and G, is trying
to send the value O; and in o¢, (a faulty) G, is trying
to convince G, that 0 is the correct value, and is
trying to convince G, that 1 is the correct value (see
Fig. 5).

We now sequentially construct o,, og, oc by
specifying 8r in each case, i.e., describing how the
faulty processors are to behave. Since Gy, G, and G,
transmit in cyclic order (recall that G, only transmits
during rounds r = {+1(mod 3)), we see that for each
round r, exactly one of the three scenarios has a
faulty processor transmitting whose behavior must be
specified (see Table 1). All other situations are
already covered by the protocol A.

Round g, og gc
1 - - Gy
2 G, - -
3 - G, -
4 - - Go
5 G‘ - -
6 - G, -
7

- - Go

When faulty processors transmit

Table 1.
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Suppose for some j, 0= j <, the three scenarios
are specified up through round 3;. They are then

extended through round 3;j+3 as follows:
r=3j+1  [ock

(a) Suppose at this point Vg ,-11=(£, £'). Then
G, sends G, a 0 with probability P, . 1(¢, &),
(and, of course, a 1 with the complementary
probability).

(b) Suppose at this point V,.,-12=(£, ¢'). Then

G, sends G, a 0 with probability P,, , (¢, €').

(a) Suppose Vq, ,-1,2= (£ &'). Then G, sends G, a
0 with probability P, 2(¢, £').

(b) Gy send G, a 1 (in fact this is irrelevant).

r= 3j +3 [U'B]:

(a) Suppose Vip, ,-1.1 = (£, £). Then G, sends G, a
0 with probability P ,, (€, £').

(b) G, sends Gy a 1 (this is irrelevant).
Confusion Lemma. Forl=<r=3,
Vau,r2 and Vg. ., are identically distributed

random variables, and

Vip,r,1 and Vg. ., are identically distributed
random variables

(we denote this by writing V3, , » ~ V., 2, etc.).

Proof: For r=1 this is clearly true. Suppose for
some r > 1 the lemma holds for r—1, i.e.,

@ Vi r-12
(5) Vaop.r-11

+
-~ Voc,r—1,2

+
-~ Voc,r—l,l .

We show that (4) and (5) hold with r —1 replaced by
r.

Casel. r=3j+1.

In Og, Go is a nonfaulty processor.
Veog,r-1,1 = (&, £') then

(6

Thus, if

(€, £'0)
(& E'D

with probability P, , (£, &),
with probability 1=P, ,. (£, &').

a1 T

On the other hand, in o., G, is faulty and our
construction implies that if V,.,~;; = (£, &) then



N

(&, E'0)
(£, E'D)

with probability Py , 1(€, &',
with probability 1 =P, .. 1(€, £').

ec,nt =

Thus, by (5),(6) and (7), and the fact that G,’s
probability of seeing a 0 as a function of V5, ,_;, in
fact depends only on its first two components, i.e.,
on Vg, .11, we have V. .1 ~Vg . 1. Equation (4)
for r can be proved in a similar way.

Case 2. r=3j+2.

Since G, is nonfaulty in o and o¢, and G, is
transmitting, we have from (5), Vg1~ Vagri
(since V2., ; is obtained from V. ,_;, in the same
way that V3, ,.; is obtained from Vg, ,.11).

It remains to prove (4) for r. If Vo ,o12= (£ E)
then since G, is nonfaulty in o., we have

®

(& €'0)
(&, €'

with probability P, . 2(£, &),
with probability 1—P,., ,,2(£, €').

ec.r,2

On the other hand, if V,, ,_12=(£E) then by
construction we have

9

(£, £'0)
(& €D

with probability P, ,, 2(£, £'),
with probability 1=Pgc , 2(€, E').

oA, T2 =

Thus, by (4),(8) and (9) we have (as in Case 1)
This proves Case 2. Case 3,
r=3j+3, is similar to the previous cases and is
omitted. =

+ —yt
Vo'c, r,2 VaA, r2

Our next step will be to construct T=T(A), a
special (2:+ 1)-level cost tree. The cost c(e) assigned
to each edge e will be chosen as follows. For each
node u of T, let

¢(M) =ad1...84 € {0, l}d

denote the standard encoding of u, i.e., a,=0 if the i*®
edge ¢; in P,(u) is a leftchild, and a;=1 otherwise
(where &(root(T)) is empty). Thus, A(w) =d+1. Let
e; denote uu;, i € {0, 1}, the two edges leaving u.

Casel. d=2j,0=<j<ut

Define
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c(eg) = Pri{tsc.35+2.1,2 = O(1)0 | E5¢, 3j+1,1,2 = D)},
(10)

cle)=1—cfeq).
Case 2, d=2j+1,0=sj<1,

Define

c(eg) = Prikye,3j+3.1.2 = ®()0 | Eop, 354212 = (W)},
(1

c(e;)=1—c(eq).
Cost Lemma 1. n(A, o¢) = cc(T).

Proof: It suffices to pl:ove the following:

Claim. Let £¢{0,1}¥*, j=0, i €{0,1}, and let u be
the node of T with &(u) =& Then

II cte).

€ € Po(u)

Prikoc.y+i+112=E=Te(u) =

Proof of Claim: We prove the Claim by induction
on Au)=2j+i+1. Suppose Au)=1 and we have
proved the Claim for all smaller values of A(u).
There are two cases, i=0 and i=1. We only treat
the case i=1; the other case is similar and is omitted.
Suppose u = leftchild (u') (the case of rightchild is
similar). By the induction hypothesis applied to u’,
we have

(12) Pritec,sj+10,2 = du Y} =7c(').

By (10) we obtain

(13)
cleq) = Prikqe, 35+2.1.2 = & )0 | Eoc 3j41,1,2 = (1)}

Hence, by (12),(13) and the definition of 7., we
have

Pr{€oc, 34212 = O} = tc(u')c () = Tc(u) ,

as required. As mentioned before, the arguments for
the other cases are similar. Since the Claim is
immediate for u =root(T) then the Claim, and
therefore Cost Lemma 1, are proved. =

Our final step will be to construct the final
scenarios oo, 0,,,, p € F4, and o,,, p' € F3. To begin
with, set oo =0¢. For o;,=(v{,F;,81,), p€Fa, We
take v, =0, £, = {G}, with 8; , the strategy a faulty G,
employs, specified by consuiting the cost tree T as
follows. Starting at root(T), G, will traverse a path
in T by the following process. Suppose G, is at a
node u of T with odd level N(u) =2j+1, j=0.

Case 1. p(x)=0: G; looks at the random variable
(x,y) where x and y are the final bits of



Va'c,r.l = (Euc,r, 1,29 goc,r,l,O) and r= 3.I+ L. Let

Sgp:=Prix=a,y=8}, «o,p€{0,1}. G; will then

generate (0,y), y €{0, 1} so that Pr{y=8}= _ﬂlﬂ___’
Sm+S01

and send 0 to G, and y to Gy.

Case 2. p(u) =1: The same as Case 1 except that G,
Sm
Swtsn

generates (1, y) so that Priy=B}= , and sends

1to G, and y to Gy.

Now, G, takes either the left branch wuy (in
Case 1) or the right branch u u, (in Case 2) and waits
for G,’s next transmission vy, say at the node «’' at
level 2j+2. If y=0 then G, takes the left branch
u'ug; if y=1 then G, takes the right branch u'u;. G,
is now at a node at level 2j+3, and we repeat the
process. This description specifies 81 ,.

We remark here that it could happen that the

- - s
conditional probabilities oB are not well
Sa0F Sa1
defined when the denominators are zero. This

technical difficulty can be circumvented by requiring
all the various probabilities in A to be positive, and
then letting the appropriate ones tend to zero. The
continuity of the functions we are computing will
then imply the desired results.

In a similar way, we construct
O = (vo,F2,83,), p' €Fg. Starting at root(T), G,
traverses a path in T. Whenever G, is at a node u
with even level AMu)=2j+2, j=0, G, will do the
following.

Case 1. p'(u)=0: G, looks at the random variable
(x,y), where x and y are the final bits of

Voc.r,2 = (boc.r,2,00 Eac,r,21)  Where r=3j+2. Let

Sep =Prix=o,y=B}, a,B€{0,1}. G, will then

generate (x, 0), x €{0, 1} so that Prix=a}= ,s°0 —,
Sw +Slo

and send 0 to G; and x to G,.

Case 2. p'(x) =1: The same as Case 1 except that G,

Sai

generates (x, 1) so that Prix=a}= —, and sends

So1 +511
1 to G, and x to Gy.
Cost Lemma 2.
T)(A1 Ul,p) = CA(Ty P) ’
(A, 02,9') = c(T, P,)-

We prove below only the first equality; the
second follows by similar arguments.

Proof: Let V.,=(Vs,o0,Vs,1.Vs, ) denote the
global view of scenario o after round ». For p € F,,
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we let A;,(p) denote the set of £€{0,1)" consistent
with p, ie., which could actually arise as the
sequence of bits exchanged between G, and G, in
scenario o, when &;, is used.

Induction hypothesis: For r =1 and any £ € A, 5(p),

(14)
(V:A,r l 'Ecm,r, 1,25 &~ (V;Lp,r ] Eal,p,r. 1,27 £).

Suppose for some r=1 that (14) holds for all
values less than or equal to ». If r =3j+] then G, is
transmitting in round r. Since G, is nonfaulty in
both o, and o, , then (14) holds for r+1. If r =343
then G, is transmitting in round r, and since G, is
nonfaulty in both o, and ay,, then (14) also holds
for r+1. If r=3j+2 then G, is transmitting
according to the rule specified by the description of
a1,,. This rule implies

(V;A,r+1 I ga’A,r+1.1,2 = gp(u))
~ (V;l'p,r+1 |§a1,p,r+1,1,2= Ep(u))
where u is any node of T which could be reached
after r rounds using p. Since &p(u) € A, 2(p) implies

Ep(w) £ A;2(p), we have proved (14) for r+1 in this
case as well.

This completes the induction step, and since (14)
holds trivially for r=1, then it holds for all ».

We now use (14) to prove the following: For
each leaf I of T with x(p, ) =1,

(15) P"{Eul,p,ar,l,z = (D} = (D).

This will suffice to establish n(A, o,) = c4(T, p).

Let u be a node at level 2j+1 along the path P,(I)
from root(T) to I. We prove

(16) P"{Eal,p,sj, 1,2 = 0} = 74(u).

(This will prove (15) by taking u=1.) We prove (16)
by induction on j= 0. Trivially, (16) holds for j=0.
Let j>0 and assume that (16) holds for all values
less than j. Let u'= parent(u), u'' = parent(u').
Suppose ¢(u) = ' yrs, r, s €{0, 1}. We know by the
induction hypothesis

(17) Pri€ g.3i-312= 0" )} = m(u").
By the definition of oy, we have

(18)
Pri€a, o 37-212 = &)} = Prity, , 3-312 = d(u'")}

and



(19)
Prife 5,312 = 0} = Priks, 5 3-10,2 = d()}.

Also, by the definition of ¢y,

Prigs ,,37-1,1,2 = &)} = Prike; 5,37-1,1,2 = d(u")s}
= Prike; p.3j-1,12 = PU )5 [ &gy 5, 37-21,2 = G(u )}

X Pri€e, o,3-212 = &)}
(20

By (14) and the fact that G, is nonfaulty in both o,
and oy, we have

Priay . 3-112= O )s |€gy 5, 3-2,1,2 = d(u ")}
= Pri{fs,,3y-1,12 = O(u")s €5y, 35-2,1,2 = S ")}

=c(u'u)

(21)

By (18)-(21),

(22)
Prie; , 3,12 = ¢} = c (u'u) - Prikq; 5 35-3,1,2= 1)}

It now follows from (17) and (22) that (16) holds for
the value j. This completes the induction step, and
Cost Lemma 2 is proved. #

Combining the various preceding components, we
have finally completed the proof of (2), the upper
bound on B8i;. This, together with (1) completes the
proof of Theorem 1.

5. General n

As might be expected, the estimation of B,, for
general n and ¢ is considerably more complex than
the case of B;;. In the remainder of this extended
abstract, we will restrict ourselves to a very special
case of the model which we will call the one-round
broadcast sequential model. We do this partly for
ease of exposition, partly because of space
limitations and partly because our results are less
complete in this case. We also will be more
informal in our description.

For this model, we will assume that the
commandet G, initially transmits the chosen value v
to each of the other processors Gp,...,G,. If Gy is
faulty then arbitrary bits can be transmitted to each
G:;. These processors then each broadcast in the
order G;,Gj,...,Gn, & single bit to all other
processors, say G; broadcasts v; €{0,1}, where of
course vy; depends on everything G; has heard up to
this point, and on G;’s “‘coin flip,” as well. A faulty
processor can choose its bit arbitrarily. (Note that

we have substantially weakened the power of the
faulty processors from the earlier sequential model.)
When the last processor G, completes its broadcast,
a decision function w maps the vector Y= (Yq, ..., Ym)
into w(y) = (8, ..., 8,,), where 8; is the value decided
on by G;. The specific set of rules by which these
various choices are made constitute a protocol A.

We let B,, denote the maximum achievable
success probability n,(A) any such protocol A can be
guaranteed of achieving over all possible scenarios,
when we have n processors, at most r of which can be
faulty.

Theorem 2. For all e with0<e<1, if

log (1—¢)"?
log (1—-(1—€)'"?)

(23) L=
n

then B,,<e.

Sketch of Proof: Assume for some protocol A that
(23) holds and n,(A) = e.

We assume for notational
m = n~1=2ks for integers k and s.

simplicity that

We first consider the scenario o in which (a
faulty) G, transmits a 0 t0 G;,, 1=i<ks, and a 1 to
G;, ks+1=j=2ks, and all the other processors,
assumed to be nonfaulty, execute the given protocol
A. This induces an n-level cost tree T as follows: if
u=parent(u') then c(uu'):=Pr{u'is reached
in o |uis reached in o} where a node u of T with
&(u) =u; +++ u; is identified with the initial set of
transmissions y; ‘- - ¥y; in the obvious way. (Thus,
the terminal vectors y can be identified with leaves I
of T, so that p(l) is well-defined.) If « is a
descendant of w in T we write u€D(w). For
u €D (w), we denote by m(x, w) the product [c(e)

where ¢; runs over all edges in the path from w to u.
We abbreviate w(u, root(T)) by m(u), and for a subset
X of nodes of T, we define =(X): = %X-rr(x).

The basic idea we use for our estimates is the
following. Suppose G;.1, Gj+2, ..., Gj+, have all been
sent the same bit, say 8 € {0, 1} by G,, and suppose u«
is a node of T at level j+1. Let Dy(x) denote the set
of descendants u' of u which are at level j+k+1.
We say u' is a B-node if for every leaf ! €D(x'),
R =(a1,82, ..., 8,) has gju1=a543= ' =6, =B.
Let B, () the set of B-nodes in D, (u).

Claim. =(B.(u)) =e.

This is easy to see since if not, then in the
scenario in which G, is nonfaulty, v =8 and the only
other nonfaulty processors are Gj.i,..., G, the
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faulty processors can make sure that the transmitted
vi, 1 =i=j, lead to the node « from root(T). In this
scenario any successful path must reach a B-node
u' € Di(u) (otherwise the remaining faulty processors
can lead us to a leaf ! which has w(l) = (ay,as,..., an)
with a,#B for some j+1=i=<j+k). Thus, this
probability, which is just w(B,(u)), must be at least e,
by the hypothesis on A.

We now partition the processors into 2s blocks of
k each, by setting B, ={Gu+1, ..., Gri+r}, 0=i<2s.
We first apply the Claim to %,, so that we get
(B (root(T))) =e. We then apply the Claim for &,
to each u € By (root(T)), and then for %B; to each
u' € B(u), etc. (where if L, denotes the set of nodes
at level I, B denotes the complementary set L,\B). It
is easy to see that the set X of nodes in level ks +1
which are not descendents of any of the 0-nodes has
w(X)=<(1—e)*. Now we apply the same process to f,
this time throwing out 1-nodes. Again, we do this
for s steps (now we have reached the leaves). The
construction implies that the set L' of leaves ! with
p(D) having some block of k¥ 0’s (in the first half) and
some block of ¥ 1’s (in the second half) satisfies
w(L') = (1-(1—e))>.

However, if we finally consider the scenario used
to generate T, so that only G, is faulty and all other
G, are nonfaulty, then A succeeds only if some leaf
in the complementary set L' €L’ is reached. Since

aL) = 1-(1-(l-e))? < e
by (23) then Theorem 2 follows. =

We point out that with considerably more effort,
these methods can be extended to apply to the
general multi-round case, showing that B,,=o0(1)
whenever ¢t > |1/2 + e|n with similar results applying
to B,. as well. We plan to pursue these and related
questions in a later paper.
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